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Chapter 1:  Solution Overview

Introduction

A key client benefit of (PowerVS)is the ability to integrate it
with their x86based workloads running in IBM Cloud for a single multiplatform
business solution. For example:

1 An Oracle database running in AlX in PowerVS connecting to a Linux

application server in an x86 virtual server instance (VSI)
1 A core banking application in IBM i connecting to a peofitsale application in a
VMware-based x86 VSI
While deployment of botPowerVS and x86 VSis is straightforwaeadiditional
network configuration is required for those workloads to be able to communicate.
Simply using a common IP address and subnet scheme is not enough for an application in
an x86 VSI to access data in a Pove VSI.

This tutorial will provide stefby-step instructions for performing that extra required
network configuration in three common use cases.

Use Cases

PowerVS and x86 VSI Integration

In this case we have an x86 VSI (or baremetal server) commugaeith a PowerVS
VSI.

PowerVS and VMware Integration

Here we have x86 VSI within a VMware cluster in IBM Cloud communicating with a
PowerVS VSI. VMware VSiIs require additional configuration on top of what basic x86
VSIs do in order to integrate with POMMS.

PowerVS and Virtual Private Cloud Integration

Lastly, we have a VSI or baremetal server
20 I BM Cloud communicating with a Power VS
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https://www.ibm.com/cloud/power-virtual-server

Solution Components and Requirements

Components

Thefollowing components need to be setup in the IBM Cloud Ul

1. Open an IBM Cloud account

2. Create two Power PowerVS location Service s and a private
subnet in each PowerVS location

3. Provision AlX and IBM i VSIs in each PowerVS location

4. Order Direct Link Connect  Classic to connect each PowerVS
location to IBM Cloud

5. Order two Vyatta Gateways one in each datacenter: Lon06 and
TorO1 datacenters or your chosen datacenters to allow for
PowerVsS location -to-PowerVS location communication

6. Requesta Generic Routing Encaps ulation ( GRE) tunnel to be
provisioned at each  PowerVS location

7. Configure three GRE tunnels in the Vyatta Gateways . Two to
connect Vyatta Gateway tothe PowerVS location GRE tunnel s
created in Step 6 above and one across Vyatta Gateways to
connect Vyatta -to-Vyatta . This will allow end-to-end PowerVS
location to PowerVS location communication for the VSIs in the
PowerVS location s and to the IBM Cloud VSIs and other services
such as Cloud Object Storage (COS)

8. Configure a Reverse -proxy Cen tos VSI to allow access to Private
Cloud Object Storage endpoint from PowerVS location

Requirements
Open an IBM Cloud account

Login tohttps://cloud.ibm.conand follow the procedure to open an Internal to external
acount.

For internal accounts, you can use your IBM intranet ID and password. For external
accounts you will need to provide a billing source such as a credit card.



https://cloud.ibm.com/

Create PowerVS location Service and Subnet(s)

All Power VSis are provisioned in what is ellaPowerVS locationThis is a separate
datacenter adjacent to IBM Cloud datacenters. In order to setupPgaerVsS location
you will setup &PowerVS locatiorservice in the IBM Cloud UIThePowerVS location
serviceis a service within IBM Cloud whichllows you to provision PowekIX and

IBM | VSiIs. There is a limit of onBowerVS locatiorservice per datacenter in IBM
Cloud.In our scenario we have created tR@wverVS locatios, one is Toronto and one
in London dateenters.

Prior to provisioning Power VSI in tHeowerVS locationyou will need to create at least
one subnetyou can have as many subnets as you require inR@aekrVS location
serviceon which you can provision your Power VSIs.

Provision AIX and IBM i VSIsin each PowerVS location

In eachPowerVS locatiorservice you can create AlX or IBM i VSIEhe details are
providedin the next section.

Order Direct Link Connect Classic

You will need to order Direct Link (DL) Connect Classic to allow yBower VSIs to
communication with Linux/Window VSls in IBM Cloud and also with all other IBM

Cloud services such as VMWare VMs, and Cloud Object Storage (COS). Ordering a DL
may take 12 weeks to complete. There is no charge for this service as of June 2020

Order Vyatta Gateways in each datacenter

In order to setup communication between the RewerVS locatiomatacenters, you will
need to use a GeneRoutingEncapsulation (GRE) tunnelSRE tunnels are
provisioned on Vyatta Gateways so you will needriter one Vyatta Gateway in each
PowerVS location

We ordered one Vyatta in LONO6 and the other in TORO01 datacenters where our
PowerVS locatios exists.

Request a Generic Routing Encapsulation (GRE) tunnel

You will need to open a support tickeith Power Systems and request that a GRE tunnel
be provisioned in eadhowerVS locationThey will provision their end of the GRE
tunnel and send you the information so you can continue and provision your end on the



Vyatta GatewaysYou will need to provide the subnets information in eBolwerVSs
locationin the ticket.

Configure three GRE tunnels in Vyatta Gateways

We used the following link to configure the GRE.
https://cloud.ibm.com/docs/poweaas?topic=poweiaasconfiguringpower
After the support team finished configuring the GRE tunnel, you will need to configure

your end of the GRE tunnel on the two Vyatta Gateways.
You will need three GRE tunnels

1. GRE tunnel on Vyatta to terminate the PowerVS location GRE in
LONOG6

2. GRE tun nel on Vyatta to terminate the PowerVS location GRE in
TORO1

3. GRE tunnel across the two vyatta gateways. One on each side.

Configure a Reverse - proxy Centos VSI

In this section we will discuss the procedure to configure a reverse proxy to allow access
to private COS endpoint.

All access to COS from Power VSl is via this reverse proxy.

You will access it via proxyip>.

You will need to provision a Centos or Redhat VSI in IBM cloud to configure at reverse
proxy. This VSImust have public access. After configuration, the public access can be
disabled.

Diagram s

The overall architecture of our deployment is shown in Figure 1.
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IBM Cloud products
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Search results for ‘power’

Power Systems Virtual Server Email Delivery, powered by Sendgrid box [
et L] - ©
Esri ArcGIS for Developers. host Databases tor PostgresQL

.......

Select APower System Virtual Serverso.

@ Fireox _File Edt View History Bookmarks Tools Window _Help

Power Systems Virtual Server
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Under Select Region, choose your region. You are limited to only one service per region.
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Sel ect a NService Nameo or chose defaul t nan
Then press fACreateo
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Your PowerVS locatiorservice will now appear under the Services tab.

You will repeat this process to create a seddoderVS locatiorservice. In our case we
have twoPowerVSlocationservices, one in London and one in Toronto.
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London 06 Power Systems Virtual Server Provision in progress

Toronto 01 Power Systems Virtual Server @ Active

Cloud Object Storage ® Updated
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Next you will need to click on the PowerVS location Service you created and provision a
subnet to be used by your Power VSI servers.
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Power‘SystemsVirtualServer» LONDONOQ6 ®active addtazs 2 Dotails | Actions... v
Wirtual server instances Subnets . .
SSH keys ! :
S o - [
Boot images
- - o —
lenden-celo-subnetl Private lonD& 192.168.50.3-192.166.50.254 234 4 2]
T
o \
Choose ASubnetso from the menu n the |
« c e L) % 4 B O ¢+ NnODOe® =

[ voneo BB mnream 3 faac - Oropber B dearrapiant B ansiviTower 5 ipnammurance [ vy sceouns - wyper.. B iemCiovis . vec cuirmtence BII0L ) vyanavenee

New subnet

<R @

new-1on06-subnet 192.168.60.024

192168601

Pangs ®  Oussnar

192.168.60.2 - 192.168.60.254 127.00.1

Provide thdollowing information:
1. name for your subnet



2. CIDR range. This can be any private IP subnet ranges. For example,
192.168.5.0/24. You may choose /21 to /30 based on how many
IPs you will require.  You may use your own private CIDR if you
wish.

3. Therest of the fields will be automatically populated based on the
CIDR you provide d.

Press fnCreate Subnet o

ENR 0 &% m . narizrosdzatecbazasezzaonese. B | @ 1 +rmoe

[vonos B wurtesm 3 tond - orozoon Edeeremant £ Anstoetomee B vanronce [ wy scou - yper.. B MG VPG Gl refwrence. B

Power Systems Virtual Server-Dallas ©scive a0stags 2 Details | Actions. v

Subnets
Learn mare about cont

Type Location 1P ranges VLANTD
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There should be a VLAN ID associated with the subnet.

At this point, you will need to open a Support Tickaih Power System to request that
the subnet be coigured to allow locatommunicatiorbetween any Power VSI you
create in this?owerVS locatiorservice. Provide youPowerVS locatiorservice location,
and your subnet in the ticket.

Without this step, the Power VSI you create will not be able to ping bate&ch other
even if they are on same subimethe samdéowerVS location

Provision AIX and IBM i VSIs in each PowerVS location

The procedure is similar for both AlX and IBM i VSI provisioning. Here is a procedure
to create an AlX 7.2 VSI. The cost shoare monthlycosts but you are being charged
hourly.

Gotothe IBM Cloud Catalogamqmr ess t he fAl BM Cl oudo on

t
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Click on the service for datacenter in which you have creaRmherVS locatiopower
service. In this case we will choose ToronoBlwerVS locatiorservice.
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[ vanroo B iemream 33 fasd - Dropbox B3 g o B emciou
Power Systems Virtual Server-Toronot01 @ acive Addtags £ Details | Actions v
| viruatserver instances Virtual server instances
Learn more about Getting started

SSH keys

Name 1Ps Image CPUS. RAM Status

192.168.6.136 7200-04-01 268 L]
192.168.6.167 7200-04-01 acB L]
0.5 cores GB L]
192.168.6.151, 192.168.142.78 18Mi-73-07-001 0.5 cores ac8 L
192.168.6.219, 192.168.142.77 1BMi-74-01-001 1 cores. ace L]
192.168.6.190 7200-04-01 0.5 cores 268 Active ®
192.168.6.186, 192.168.142.75 7200-04-01 1cores. 208
192.168.6.112 7200-04-01 1cores. 208 hctive e
192.168.6.163 1 8 °
8.6.118, 192,168 = 1 168 °
tems perpage: 10 v 1-100f 10items 1v o1

- SN e

Since we have already provisioned severalsy®e see the list show above. If you are
creating VSils for the first time, your list will be empty.
Press fACreate | nmatdaideceo on upper right

Power Systems Virtual Server-Toronot01 @ acive Addtags 2

Virtual server instance creation

Create a new instance for Power Systems Virtual Server-Toronot01

This is where you provision AIX or IBM i VSIs.

Choose a name for your VSI, i.e., Al22-Tor01 and select how many VSIs you need to

configure. he names of the VSI-1wi2loh.iéyeselacopended wi
more than one VSI.

You may leave VM pruning and SSH key as is since the VSIs will have no passwords

when you create them for the first timéu will need to create a password via S

command.

Scroll down to choose other options.
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Power Systems Virtual Server-Toronot01 ©acve Adduags 2
Virtual server instance creation

Virtual servi
® Virtual servers &

O SsHkey

O Bootimage p
VAIX
O Profile 18Mi
Linux - Client supplied subscription

O storage volumes
Profile
Choose your machine typs, processor, memary and cores.

O Network interfaces

Here you will choose the following options:
1 Operating System 1 AlIX or IBM i or any other image you may

have imported vi a t he fABoot | mageo menu on the
1 Image type: AIX 7.1 or 7.2, etc.
1 Disktypes: Typelor3.Type 3is aless expensive option which
we selected.
1 Machine type: S922 or E980 . S922 is the cheater of the two
which we selected.
9 Processor: Dedicated or Shared or Shared Capped. We choose
Asharedo as its |l ess expensive.
1 Choose the number of  cores and RAM you will need. The
mini mum core is A0. 250.
1 You can also attach additional volume to the VSI is you wish. We
did not do that here and only used the root volume which is
included.

Next you will scroll down to choose your subnet on which thSlks will be

provisioned. It is assumed you have already created one or more subnets prior to this
step.

Click on the fuAdertnetwoltke d EXxi sti ngo
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Attach an existing network
etwork and specify an IP address. It you do not
jou can create & attach after provisioning.

ssign 1P address from address range

Resource st
Power Systems Virtual Server-Toronot01l @ scive fdduags 2

| vt sorver mstances Virtual server instance creation

SSH keys
Storage volumes ® Virtual servers
Boot images

O sSHkey

Subnets

@ Bootimage

s
L
.
o m

O storage volumes

Network interfaces

@ Metwork interfaces.

Sereens hot

P address 1P range cine__

. D PR -

Now check t het hbeo xé .fA0l Aangdr eper etsos fc rharmit e | nst a
side.
Your VSI is now being provisioned.

Order Direct Link Connect Classic

You will need to order Direct Link (DL) Connect Classic to allow your Power WSls
thePPowerVS locatiorto communication wh Linux/Window VSIs in IBM Cloud and
also with all other IBM Cloud servicesich as Cloud Object Storaged VMware
servicesThis process may take2lweeks to complete.

There are several steps involved in completing DL ordering:

13



1 Order Direct link conne ct classic service on IBM Cloud Ul T see

steps below
1 Next a support ticket will be created, and Support will send you a
word document with questionnaires to be completed concerning

various DL settings.
1 Complete the questionnaires and upload it to support i n the ticket.

T Support will then request that you ¢ reate a new supportticket with
the Power System  so they can complete their side of the DL
provisioning . Attach information about the DL in the original ticket
to this ticket.

1 The DL will be provisioned, and you will be notified when complete.

1 You can now test connection to any Linux/Windows VSI  you may
have in IBM Cloud and other IBM Cloud services .

To start theDL order process, go to IBM Cloud Ul and log in.
Choose fiCat al oghands$idemmd upeanmrch ifgdit Adirecto.

Sel ect inDirect Link Connect on Cl assico

14



Press

Now
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Overview
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Storage.
Network
Security
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Summary
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Categoey
Netwarking

Features

Fully Integrated Hybrid Envirenment

Whether your resources are in yaur datacentar or on the 1BM Cloud, you can operate withthe speed and securitythat your
business recuires.

Secure Dedicated Cannectivity

Deploy your reso youn secure netwark foe

security and compliance.

protection

Unmatched choice and invast
0, 160, 200, 500 Mbps, 1 Gbps, 2 Gbps, or 5:Gbps, As your needs change you can transiton yous

€hoose port speed

Speeds saamlessly.

Screanshot

—
#82 ecaudm® Le 3@;

CeETOG ¢

NTBereaai@ hoeoptions to select.

<:/fcloud o, comc
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IBM Cloud Direct Link Connect

ok Connect @

The table below shows the status of 1BM Cloud Direct Link Cennect connectians provisioned for this account, Details of
or status.

by clicking on th name. The

NAME LINK SPEED LOCATION NETWORK PROVIDER CONNECTION STATUS Actions

‘There are no Direct Links. To create one, use the 'Order Direct Link Connect' button in the top right.

Screenshot

.;“\ a
it B 2 m.:arm_l't EORKCY fﬁ'@wl /| H0®Q @

choose AOrder Dir ecthandsideek Connect O

from



Total due per month:  $895.00

Total due now $0.00

aaaaaaaaaaaa

cemeoe:inr ccasa® ? 20y @om mocaw
7 Choose a fonteme o

1 Choose a location for the DL. This should be the same location as
where you created your PowerVS location Service.

T Choose Alink speedo under network provider
T Choose fALocal Routing (free)o

Global routingwill require additional charges and will alldar easiePowerVS
locationto-PowerVS locatiocommunication. You wilhlsoneedto ordera Vyatta
Gateway Router toomplete your Global routing optiasia use of a GRE tunnel. Support
can help you with this further.

In our case, we decided to use LoRaluting and then order a Vaytta Gateway in each
PowerVS locatiorand provision a GRE tunnel etalend.
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& Classic Catalog | Offering Details |
F3 Create a IBM Cloud Direct Link Connect Connection

Ovenviow
Devices Direct Link Instance Name:
Storago v Iabsorvices-diroctlinkconnest
Neturi
Location:@
Securly
Toronto 1
Services
Netwark Providor:
IBM POWER VS
Link Spood:
1000 Mbps
Routing Option:
@® Local Rauting (Free) () Global Routing
BGP ASN 18M ASN
13884
64999

CeET0e +iBE

Sereenshot

Order Summary uso
1 Gbps Dirac sa95.00/me
Connect

Total due per month:  $895.00

TBM CLOUD DIRECT LINK CONNECT

Prorated initial charge 3100
Total due now $491.00
Apply promo code

Need Help? Contact IBM Cloud Sales

.-(-‘ &
ccasa® £ ® 5Y@cm mocaw

T Check the box to accept t

A support case will be opened with the information required.

[ vaoo B3 muteam 3 faad - Dropbox B deerrepiant ) ansivieTomer £ inam

Support Center |

Manage cases

Q. number.C51808755

Humber Subject
~  cs1808755 Sales Request
Description
Comments
e

Please initiate an Direct Link Connect in Toronto 1

Interconnect I0; 19346

Link Speed: 1 Gbps Direct Link Connect
Link Speed price: 895.35

Routing: Local Routing

Routing price: Free

Name: labservices-directlinkconnect
BGP ASH; 64959

VRF:
‘Term & Condiitions: Agreed.

Add comments here

per.. B 18MCioui

X Filter by status

2020-05-15 10:41:53

Screens! hor

t

Status

Watchlist

Attachments ©

Resources

Cage resolution

h e

Updated

2020-05-15

of fer

FEEDBACK

cemzoe: iz rcaua® S B 5y Oom mosca s

After this is complete, you will then be contacted by support and

requested to complete and answer some questions in

document and send it back
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After this step is complete, support will request that you open an
IBM support ticket and address it to the Power System. Include the

information in the original DL ticket. This new ticket will be sent to the

PowerVS location support to configure their side of the DL connection.

ew

This should be the last step before DL ¢ ommunication works. You can

test your connection by pinging IBM Cloud Linux/Windows VSI from
your Power VSiIs and in reverse.

Order Vyatta Gateways in each datacenter

In our scenarios we used two Vyatta Gateways, one inR@awlrVS locatiorto provide

endto-endPowerVS locatiofto-PowerVS locatiocommunication using GRE tunnels.

Login to IBM Cloud and click on

t

<
]

95 results

Pg
Databases for PostgreSQL

Knowledgs Catalog

Cloud Pak for Data

Sel ect AGateway Applianceodo and
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Gateway appliance

Hostname Domain €
vyatta-labservices-LON 18M.cloud
[ High availability Apply prom
S L Total due per month* $798.54
NA West NA South NA East s# South America Europe g
5303 - San Jose 0AL10 - Dallas WOC04 - Washington K 5A001 - Sa0Pavio Lo o

Asia-Pacific
TOKO02 - Tokyo
10n06.p0d01 v Screenshot

Save as quote

v
)

Select AAT&T VvRoutero. This is the Vyatta Ga
Gatewaysbut we will use Vyatta.

Provide a name for the Gateway and includePbeerVS locatiomame in it So you can

distinguish them later.

Select Location to match yoBoweNS location

& Firefox File Edit View History Bookmarks Tools Window Help U ACSDECBGCQO LD S 0GR Wd743AM Q =

€)ree 0 a

[ vonco EiouTesm 33 fasd - Dropbox 3 deerr

4 ibm.com/gent/int;

y2bs:

B AnsbiTowse £ @uinsurance [ My sccount - Wyper. B iBMCIoud - VPC Clirefo

= IBMCloud

Summary

1 Intel Xeon 5120 $740.36/mo

CPU Model Cores Speed RAM Storage Foatures
®  IntelXeon 5120 28 Cores 220GHz Upto192G8 Up to.4 Drives

J odo 1- Disk controller - Non-RAID  $0.00
3268($183.08] v @D 'svservice-ab-key, labservi v Individual $27.15

Network interface

Storage disks 1of4disks used Addnew ©
Here you can add, remove, and configure storage disks. You can also configure RAID storage volumes and disk partitions.
Type Disks. Hot Spares. Disk Media Disk Size

Individual v 1 SATA HOD v 2.00 T8 [$27.15] v Total due per month*

Network interface

Port redundancy Port speed Public Egress - Bandwidth

Private v Automatic (recommended) v 1.Gbps [$31.03) 068 ($0.00]

Save as quote

20=EOQHIaWeRE

Choose the following options:
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1 Uncheck the High Availability option unless you wish to order
one which means you will order two Vyatta Gateways in each
PowerVsS location . We uncheck this option.

1 Select the location by pressing on the arrow key in each location
to find the exact datacenter where you PowerVsS location are
located.

1 You may need to choose the POD if there are several PODs in
the selected datacenter location.

1 Select the CPU single or du al processor. We chose Single
Processor.

1 Select the amount of RAM you wish and add ssh keys if you like
to login without password. This can be done later too.

1 Choose Private network interface unless you wish to use the
default which is public/private inter face. We chose private

network interface only.

[SWINg ISt ContaINS all %63 aNd CONEUrADIS Servers.
SInele processor _

CPU Model Cores Speed RAM Storage Features

®  Intel Xeon 5120 28 Cores 2.20GHz Upto192 GB Up to 4 Drives

32 GB[$171.10) v None v Add key @ ol oller - Non-RAID  $0.00
Add-ons v
Storage disks 1 of 4 disks used Add new @
Here you can add, remove, and configure storage disks. You can also configure RAID storage volumes and disk partitions.
Type Disks Hot Spares Disk Media Disk Size

Individual v 102 SATA HDD ~ 2.00 T8 [$25.38]

$880.76

Network interface

Interface @ Portredundancy  Portspesd Public Egress - Bandwidth

Automatic (recommended) 10 Gbps [$125.00] - 0GB [$0.00] v

Now check the box to agree with service agreement on the bagbtrside and
press fiCreateo
The vyatta gateway is how being provisioned. This may take several hours.

You will need to do this process @ach of the tw&owerVS locatios.
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After the Vyatta Gateway is p
you can find your Avyattao an

& _Cisco AnyConnect Secure Mobility Client _ Edit
eeoe x @

G AC U CD 60 W s 0kEE WedB38AM Q=
B o

© @ %5 https:/cloud ibm.com/classic/network/gatewayappliances?siAccountid=2085896 —-®

voroo E3muTesm 37 faad - Drcpbex ) deorropiant ) ArviieTomee £ vtmsceance [ My accourt - yper.. B3 BMCIouis  / VPC Cureerence E10L

Gateway Appliances

Gateway ~ Vendor Location Pod Configuration Associated VLANs Status

Updating

ATt Toronto 1 t0101.01a Standalone oVLANS Updating

creenshot

T Cookie Preferences
20=Q0OYQP aleRD v Gy @ ¥ oEe *
To log into the vyatta gateway, use a browser and accesslieviak:
hitps:/Kip address of the vyatta gateway>

user: vyatta
password: as show under fAdeviceso

@& Firefox File Edit View History Bookmarks Tools Window _Help

B ACH DS DO S W0KEE Wdll01AM Q=

@ ymoe =

B iBMCioud  VPC Clireference EIIOL  WysttaVeN-VRC

Nostname: vystaisbservicesdon | Logged inas:vyaia [ Melp | logout

Running: 19910.09052048 on Itel S4bt Uptime: 26m

Syvtm Time: 17 4un 2028 0391 COT

e e
] S—— e pen s s o os
- m 00N 10.72.74.203/26 lG.’D 9.1kbps 2845 kops
L — - s A F
PO om0 2 Tiops 22w
Oomsta pany = lamilodd a0s1 ™ L 0kbps. 0kbps.
ot s+ 50001
i wna . )
. 1
@083 LJ 0kops. 0kdps.
e e
e ey o
S0P~ Peers: 0, Groups: 0, Mesh groups: Frewall®  State-Polcy: none, Rue-sets: O/1 in use
‘Suatic Route ™ Routes configured: 4, Routes in use:
‘Management ~
= ==
P ey
T s i ko i
o | e s b
High Avadtabitity Sysiog ™ Global faciityevel: protocais/ebus, al/notice
e
Var= | st e, a0 P
e e
Qas™ 1 configured
sersonhot
—

2O=LONOT N aleRE " °

n

(@)

cC o

n -
()
<
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Typically, you will use a command line to ssh to the vyatta for further configuration.
You will use thefivyattad user id to do the configurations.

Request a Generic Routing Encapsulation (GRE) tunnel

You will need to open a support ticket to Power Systems and request that a GRE tunnel
be provisioned in eadhowerVS locationYou will need to provide information on the
subnets you created in tRewerVS locationThey will provision their end of the GRE
tunnel and send you the informatipou will needso you can continue and provision

your endof the GRE tunnebn the Vyatta Gateways.

Power Supporteamwill send you the following information for your GRE tunnafter
they complete their end of the GRunnei

TORO1:

In Tor01 toPOWERVS LOCATIONGRE:
Your destinationishould:-be 10.254:0.30
Your tunnel ip 172.20.8.1
PowerPowerVS locatioride:

Tor01: interface Tunnel5

description IBM5GRE

vrf forwarding IBM5

ip address 172.20.8.2 255.255.255.252
keepalive 5 3

tunnel source 10.254.0.30
tunneldestination(10!114.118.34

tunnel vrf IBM5

LONOG:

In Lon06 toPOWERVS LOCATIONGRE:
Your destinationishould:-be) 10.254:0.26
Your tunnel ip/172.20.2.1
PowerPowerVS locatiorSide:

Lon06: interface Tunnel4

description IBM3GRE

vrf forwarding IBM3

ip address 172.20.2.2 255.255.255.252
keepalive 5 3

tunnel source 10.254.0.26
tunneldestination(10.72174.203

tunnel vrf IBM3
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The items shown in Red is what you will need to configure your end of the GRE
tunnel in each Vyatta Gateways.

U Note that

your tunnel
255.255.255.252 translate to /30

U Your tunnel destination

U Your tunnel source

IP address is 172.20.2.1/30 where

IP is their tunnel source

Verify your Vyatta Gateway access.

IP.

IP is the IP address of the vyatta gateway

The Vyatta Gateway adelss can be find in the IBM Cloud Ul under Devices.

Login to

B vatoo £ BMTeam 37 fasd - Dropbor ) desrreplant [ AnsibieTower £ ieimsurance [ My ac:

i 9%

s 008 ho

“

+
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Dashboard

BM C
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count - Hyper.. ) BMClouid

d

PC U

S P m

+ 43 0Q

Resource list

1 Group

oo

ference )

o

a n-dandoside s s

VraaVPN-YPC ) wyatia-Lon

1BM Cloud status

Recent support cases

v VRCink

~ Clusters

~ Cloud Foundry apps

~ Cloud Foundry services

v services

Al

FEEDBACK

FEEDBACK

BM CI
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Choose the Vyatta system you like to configure:
9 vyatta -labservices -lon.ibm.cloud

I vyatta -labservices -tor.ibm.cloud

LONOG:
Click on the london vyattayyattalabservicedon.ibm.cloud

B i8uTeam %3 fasd - Drogbor [ decreptart ) AnsibicTower £ 1BMinurance: I My sccount -Hyper.. B IBMEIoud ) VP CLlefersnce BEIDL ) WyatiaVPN-VPE © vyattatondon ) vyatta-Toronta

!

== vyatta-labservices-lon.ibm.cloud s+

franie Server details System details
Cases
s Name wyatta-labservicas-lonibm.cloud & o0s ATT Virtual Router Appliance (vRouter 5600) 1801q
FRemate management Type Gateway member Security Device SuperMicro AOM-TPM-9671H
Security Gateway appliance vyatta-labservices-lon Remote Mgmt Card Aspeed AST2500 - Onboard
Monitoring Status ACTIVE RAM 2 16GB Hynix 16G8 DDRA 2RxB Modify
m 1374067 Processor 2x 2.2GHz Intel Xeon-Skylake (5120-GOLD) Modify
started 6/17/2020,10:39:19 AM Power Supply 2% SuperMicro PWS-751P-1R
R Reloaded NiA Network Card SuperMicro AOC-UR-i4XTF
MER Serial CB19UAG36BAD194 Matherboard SuperMicro X110PU+_R1.10 View details
MNotes NiA & Drive Controller Mainboard Onboard Madify
Location London 6 Backplane SuperMicro BPN-5AS3-615T0-N4
Serial # SLO1F6AN
Billing Manthly
Transactions Service Setup

Network details Order 1Ps @
Status Redundancy Interface P VLAN Actions
‘Screenshot
@ Active (1000Mbps) @ Active private (eth0.eth2) 10.72. -‘\ lon06.bcr01a.1227

Under the ANetwork Detailso you will see you

Your credentials ar e un d-anddidé. Elickiop thesiconvor d 0 me
next to the password to see it unencrypted.

[ vaco B3 iBMTesm 3 faag - Oropbor ) dewrreplnt B3 AnsieTowsr £ @Mtmsrance [ My sccount - Hyper. B3 BMGiouid VPG CLiroarance EIOL / ViataVPN-VPC O vystia-Londan O watta-Toronto

== Vyatta-labservices-lon.ibm.cloud #wws 2 @ Poweredon ® Connected m
Overview Password manager
) This tool helps track users and their passwords.
coses 1t does not modify users and passwords on their devices. Add credentials ©
Software Username Password Last Modified Notes Actions.
tual Router Appliance (vRouter 5600) watta 25KnsD5 B 6/17/2020
Virty ce (vRouter 5600) root wnrnnee @ 6/17/2020
Passwords

Open a browser and login to the Vyatta Gatewéy usinrg
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https://cloud.ibm.com/gen1/infrastructure/bare-metal/1374067/details
https://cloud.ibm.com/gen1/infrastructure/bare-metal/1374067/details
https://cloud.ibm.com/gen1/infrastructure/bare-metal/1374067/details

userID: vyatta

Password: as show in tkaUl
https://10.72.74.203

ssh vyatta@10.72.74.203

Note: Prior to login to a 10.x.x.x private IPs in IBM Cloud you will need to start your
MotionPro Plus VPN accesghis will give you access to IBM Cloud private IPs.

[ vanco E)i@meam % fasd -Oropbox B deeerepiant B AnsiseTowsr B51 mhansurance [ My account - Hyper.. B 1BMCIouid ) VPG Cuintorance BIDL ) vyanabP-vPC O wyatia-Landon ) vyata-Toronto

hip.

You have been logged out due to inactivity. Please login again:

sarmams. v
[—

e

Login with theuserID and password.

[ vohoo B iohTesm 3 fa0d - ropbon ) decrrciant £ Ansietower £ obnsurance [ My occount - yper £ 1BMCioid * ¥PC G refrence. £ 0L

Runing: 8410,09857348 o bt 45k Uptme 16 28 Sen. Syt Tia: 04 ul 02941241 €0T

Now that you have verified you access to the Vyatta Gateways, you will need to now
access it via ssh to continue your GRE tunnel provisioning.

Setup PowerVS location GRE tunnels in Vyatta Gateways

The following references may helpconfiguring GRE tunnels:
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https://10.72.74.203/

Open a command window on your Mac/Window.

Note: Prior to login to a 10.x.x.x private IPs in IBM Cloud you will need to start your
MotionPro Plus VPN access.

Setup GRE PowerVSloc ation Tunnelin LONOG6:

userlD: vyatta

Password: as show in the GUI
ssh

ssh toLONOG6 Vyatta Gateway.

Last login: Tue Jun

vyatta@vyatta-labservices-lon:~$ I
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https://cloud.ibm.com/docs/virtual-router-appliance?topic=solution-tutorials-configuring-IPSEC-VPN
https://cloud.ibm.com/docs/virtual-router-appliance?topic=solution-tutorials-configuring-IPSEC-VPN
https://docs.huihoo.com/vyatta/6.5/Vyatta-Tunnels_6.5R1_v01.pdf
mailto:vyatta@10.72.74.203

We are using the information provided by support for LON06 GRE.

In Lon06 toPOWERVS LOCATIONGRE:
Your destination should be 10.254.0.26
Your tunnelipl172.20.2.1
PowerPowerVS locatiorSide:

Lon06: interface Tinnel4

description IBM3GRE

vrf forwarding IBM3

ip address 172(202255.255:255.252| (1.72:202230)
keepalive 5 3

tunnelsource (10:254.0.26
tunneldestination(10.72.74.203

tunnel vrf IBM3

Run the following commands:

We

27

have

chosen t oonthaVyhtta Gatewayt unn e |

[ - et et an- N et e

configure

set interfaces tunnel tunO address 172.20.2.1/30
set interfaces tunnel tunO local -ip 10.72.74.203
set interfaces tunnel tunO remote -ip 10.254.0.26
set interfaces tunnel tun0 encapsulation gre

set interfaces tunnel tun0 mtu 1300

commit

exit

AitunO0oOo



vyatta@vyatta-labservices-lon:~$ configure

[edit]

vyatta@vyatta-labservices-lon# set interfaces tunnel tun@ address 172.20.2.1/30
[edit]

vyatta@vyatta-labservices-lon# set interfaces tunnel tun@ encapsulation gre
[edit]

vyatta@vyatta-labservices-lon# set interfaces tunnel tun® mtu 1300

[edit]

vyatta@vyatta-labservices-lon# set interfaces tunnel tun® local-ip 10.72.74.203
[edit]

vyatta@vyatta-labservices-lon# set interfaces tunnel tun@ remote-ip 10.254.0.26
[edi

vyatta@vyatta-labservices-lon# commit

[edit]

vyatta@vyatta-labservices-lon# show interfaces tunnel
tunnel tun@ {

address 172.20.2

encapsulation gre

local-ip 10.72.74.203

mtu 1300

remote-ip 10.254.0.26

1
[edit]
vyatta@vyatta-labservices-lon# show interfaces tunnel tun@
tunnel tun@ {
address 172.2
encapsulatio
local-ip 10.72
mtu 1300

te-

You can verify that your GRE tunnel is setup by running the following commands:

configure
show interfaces tunnel
Or to get more info:

Show interface tunnel tunO

e e e A e

exit

Setup GRE PowerVS location Tunnel in TORO1:

userlD: vyatta

Password: as show in the GUI
sshvyatta@10.114.118.34
ssh to TorO1 Vyatta Gateway.

28


mailto:vyatta@10.114.118.34

110.114.118.34

#1 SMP Debian 4.9.124-@vyattaZ+2.1 (2018-09-05) x86_64
20

vyatta@vyatta-labservices-1:~% l

In Tor01 toPOWERVS LOCATIONGRE:

Your tunnel ip 172.20.8.1
PowerPowerVS locatiofSide:

Tor01: interface Tunnel5

description IBM5GRE

vrf forwarding IBM5

ip address 172.20.8.2 255.255.255.252
keepalive 5 3

tunnel source 10.254.0.30

tunnel vrf IBM5

Run the dllowing commands:
We have chosen t ointheaVdtta Gateway samenas td othértvVyatta0 o
Gateway

configure

set interfaces tunnel tunO address 172.20.8.1/30
set interfaces tunnel tunO local -ip 10.114.118.34
set interfaces tunnel tunO r emote -ip 10.254.0.30
set interfaces tunnel tun0 encapsulation gre

set interfaces tunnel tunO mtu 1300

commit

[ - et e e et et an- N e

exit
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vyatta@vyatta-labservices-1# configure
vbash: configure: command not found

[edit]

vyatta@vyatta-labservices-1# set interfaces
[edit]

vyatta@vyatta-labservices-1# set interfaces
[edit]

vyatta@vyatta-labservices-1# set interfaces
[edit]

vyatta@vyatta-labservices-1# set interfaces
[edit]

vyatta@vyatta-labservices-1# set interfaces
[edit]

vyatta@vyatta-labservices-1# commit

[edit]

To show the status:

Setup GRE tunnel between

tunnel

tunnel

tunnel

tunnel

tunnel

tun@

tun@

tun@

tun@

tun@

address 172.20.8.1/30

encapsulation gre

mtu 1300
local-ip 10.114.118.34

remote-ip 10.254.0.30

configure
show interfaces tunnel
Or to get more info:

Show interface tunnel tunO

cC: C CC C

exit

vyatta@vyatta-labservices-1:~$ configure

how interfaces tunnel

Two Vyatta Gateways

In this section you will setupr@ewtunnel in each of the two vyatta gatewaysllow for
cross Vyatta connection via a GRE tunnel.

In this case we choose the tunnel address and tunnel source and desBsafibte
tunnel address can be any IP subnet you chddee. named our
Vyatta GatewaysWe have selected a similar IP as the ones used PaverVS location
GRE tunnels. We choose a CIDR of /30 since we only need two IP address,Ton@l

and one in LonO06.

30
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U In Lon06 Vyatta the GRE Vyatta -to-Vyatta tunnel address is
172.20. 4.1/30

U InTorOl Vyatta the GRE Vyatta -to-Vyatta tunnel address is
172.20. 4.2/30

U Your tunnel destination IP is the IP address of the vyatta
gateway in each locat ion

U Your tunnel source IP is the IP address of the vyatta gateway in
each location

U We call the tunnels tunl in both location S

TORO01 GRE Configuration:

U configure

U setinterfaces tunnel tunl address 172.20.4.1/30
U setinterfaces tunnel tunl local -ip 10.114.118.34
U setinterfaces tunnel tunl remote -ip 10.72.74.203
U setinterfaces tunnel tunl encapsulation gre

U setinterfaces tunnel tunl mtu 1300

U commit

U exit

s-1# show interfaces tunnel tunl

local-ip 10.114.1

mtu 13

LONO6 GRE Configuration:

U configure

U setinterfaces tunnel tunl address 172.20.4.2/30

U setinterfaces tunnel tunl remote -ip 10.114.118.34
U setinterfaces tunnel tunl local -ip 10.72.74.203
U setinterfaces tunnel tunl encapsulation gre

U setinterfaces tunnel tunl mtu 1300

U commit

U exit
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atta-labservices-lon# show interfaces tunnel tunl

.

H
[edit]
vyatta@vyatta-labservices-lon# D

The final steps needed is to setup static routes in each Vyatta to point the subnets for our
PowerVS locatioro the right tunnels.

Find the subnets you created in eRchwerVS locatiorin TOR01 and LONO6 by
accessing the services in the IBM Cloud Ul for eRolwverVS location

«
[vonco EDuTenn 3 s - Oropbor ) deorrepant £ AnsieTowor B iesansurance [ My account - Hyper

Power Systems Virtual Server-Toronot01 ®acwe Addtags 2

Subnets
Learn more about

Power Systems Virtual Server- LONDONO6 @ xctive  addtags 2

Subnets
arm mare about con

The static routes in LONO6 will need to pointthe subnets in TORO1 and vis versa.
We will configure both GREs to tHeowerVS locatiorand between Vyattas.

Run the following commands in each Vyatta Gateway after login in via ssh using the
vyatta userID:
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in TORO1 Vyatta:

U configure

U set protocols static route 192.168.6.0/24 next -hop 172.20.8.2
U set protocols static route 192.168.50.0/24 next -hop 172.20.4.2
0  commit

U exit

in LONO6 Vyatta:

U configure

U set protocols static route 192.168. 50.0/24 next -hop 172.20. 2.2
U set protocols static route 192.168. 6.0/24 next -hop 172.20.4. 1
a0 commit

U exit

At this point you shoulthave eneto-end connectivity antle able to pindpetween your
Power VSIs in eacRowerVS locatiorand also from the Power VSI to IBM Cloud
services such as Linux/Windows VSI.

If you cannot ping the IBM Cloud VSlIs from ti®werVS locatiorVSls, you will need
to open a ticket to address this issue. Support needs to address this from their Cisco
Routerside.

Configure a  Reverse -proxy Centos VSI

We used the official IBM cloud procedure to configure the revprsry server.
https://cloud.ibm.com/docs/direlihk?topic=directlink-usingibm-cloud-directlink-to-
connectto-ibm-cloud-objectstorage

1 You will need to first provision a Centos VSI in IBM cloud with both public and
private interface.

1 Login to the VSI.

1 Upgrade youroperating system O$ym update ).
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== =4 =4 =

Install the EPEL repositoryy(m install epel -release ).

Install NginX fum install nginx ).

Start nginx g§ystemctl start nginx or just nginx )

To allow service to run after reboot: systemctl enable nginx

Now Test your nox deployment:
Open a browser and put in the following URI.

hitp://<IPaddress of the Centos VSI>

Now we will customize this nginx deployment to allow COS access.

1 Make a backup of nginx.conf

1 Replace the nginx.conf with nginx.conf file shown below . Keep

the same name: nginx.conf

https://cloud.ibm.com/docs/direthk?topic=directlink-usingibm-cloud-directlink-to-
connectto-ibm-cloud-objectstorage

34

1 Generate ssl self -signed keys:

Login to the Centos vs
cd to root

provide unique value for items in RED.
openssl genrsales3-passout pass:sil23abeout acsieskey 2048

This command will generate a file calledstest.keyn your present directory.
Next:

Item in blue is from the previous command output file name.

Items in red you will need to provide with your own information.

openssl regnew-newkey rsa:2048hodes-keyoutacstest.keyout acstest.csr

[root@centogeverseproxytor01-fg ~]# openssl regnew-newkey rsa:2048
nodes-keyout acstest.keyputacstest.csr



Generating a 2048 bit RSA private key
ot

You are about to be asked to enter information that will be incorporated
into your certificate regest.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields, but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country NameZ letter code) [XX]us

State or Province Name (full name)ofi:

Locality Name (e.g., city) [Default Cityf:hiladelphia

Organization Name (e.g., company) [Default Company L&dj:
Organizational Unit Name (e.g., section)dhser

Common Name (e.g., your m& or your server's hostname}fntos
reverseproxytorOl-fg

Email Address [jaad.ghoraishi@ibm.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:test123

An optional company name []:
[root@centosreverseproxytor01-fg ~]#

Next:
Items in blue are two files generated from previous command.
Now this command will generate the .crt file which you need.

openssl x509req-sha256-days 365in acstest.cstsignkeyacstest.keyout
acstest.crt

[root@centogeverseproxytor01-fg ~]# openssl x509eq-sha256-days 365in
labser.csksignkey labser.keyout labser.crt
Signature ok
subject=/C=us/ST=pa/L=philadelphia/O=ibm/OU=labser/CN=centos
reverseproxytorOl-fg/emailAddress=faad.ghaishi@ibm.com

Getting Private key

copy these files to location shown in the above link.

1 cp acstest.keyetc/pkiltls
1 cp acstest.crietc/pkiltls
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1 Edit nginx.conf file and add the new acstest.kemnd acstest.crfile to
the path in the file.
1 Proxy Path: us e the private endpoint of COS at IBM cloud.

0  https:/s3:cprivate us -east.cloudd/- object! - storagezappdomain.ctoud ./ d/;

M Save the file

The final nginx.conf look$ike this. This file looks different tanwhat is in the above
IBM link. We had to add additional fields to make it work for IBM i COS interfaae
this reverseroxy. Iltems shown in Red are the ones which may need to be updated.
This also now works for AIX, so we will use this nginx.conf file.

user nginx;

worker_processes auto;
error_log /var/log/nginx/error.log;
pid /run/nginx.pid;

events {
worker_connections 1024;

}

http {
log_format main '$remote_add$remote_user [$time_local] "$request” "
‘$status $body_bytes_sent "$http_referer"*
"$http_user_agent" "$http_x_forwarded_for";

access_log /var/log/nginx/access.log main;

sendfile on;
tcp_nopush on;
tcp_nodelay on;

keepalive_timeout 300;
types_hash_max_size 2048;

include letc/nginx/mime.types;
default_type  application/octestream;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 10m;
ssl_ciphers HIGH:!laNULL:!MD5;
ssl_prefer_server_ciphers on;
proxy_http_version 1.1;
proxy_buffering off;
proxy_intercept_errors on;

#1BM COS Endpoints

# https://cloud.ibm.com/docs/services/clenta) rage/basics?topic=clc rageendp 1sandendpoints
#FRA

server {

listen 443 ssl http2;

server_name _;

proxy_buffering off;

client_body_buffer_size 1100M;
client_max_body_size 1300M;
ssl_certificate' "/ete/pkiltislcstesert”;

ssl_certificatel key Ufetc/pki/tlatsteskey";

location / {

autoindex on;

autoindex_exact_size off;

proxy_pass hittpsgB.private.ueast.clouebbjectstorage.appdomain.cloud;
proxy_set_header Host $host;

proxy_set_header-RorwardedFor $remoteaddr;

proxy_http_version 1.1;

proxy_set_header Connection "";

}

}
}

Restart nginx.
1 nginx -t
output:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful
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1 nginx -s quit; sleep 3; nginx

Your Power VSI client can now submit COS requests to the IP or URLs of the NginX
(proxy).

You will need to now install aws command line interface on your Pui\Béserver.

If you Power VSI has public interface then follow this procedure:

Install AWS CLI onPower VSlusing pip:

CentOS 8:
1 sudo dnf install -y python3 python3 - pip

I sudo pip3 install awscli

If your Power VSI does not have public interface then you can follow this procedure to
download the awscli zip file

The steps are:

1. Download the AWS CLI Bundled Installer. Browser to curl can be used.
$curl " 4 -0 "awscli
bundle.zip"
2. Unzip the package.
$ unzip awsclbundle.zip
Note
If you don't have unzip, use your Linux distribution's built in package manager to
install it.
3. Run the instalexecutable.
$ sudo ./awsclbundle/instalti /usr/local/awsb /usr/local/bin/aws

|l f you do not have Aunzipo installed
di

first on yourLinux or laptopservera n d u sreo fitscc pcopy ¢t he
awscli to the Power VSI.

0]
r

1 scp-r <aws dir> root@powerlP:/
Follow the installatioras shown in the above link.

Now you can issue a S3 commands using the aws cli:
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https://computingforgeeks.com/how-to-install-and-use-aws-cli-on-linux-ubuntu-debian-centos/
https://computingforgeeks.com/how-to-install-and-use-aws-cli-on-linux-ubuntu-debian-centos/
https://github.com/aws/aws-cli/issues/2543
https://s3.amazonaws.com/aws-cli/awscli-bundle.zip

Your COS endpoint is now the revers®xy URI;
1 https://<IP___ address of the Centos VSI>

You will also need to setup you aws credential and keys using:
1 aws conf igure

You will need to generate a HMAC credential.

https://cloud.ibm.com/docs/clotmbjectstorage?topic=cloudbjectstorageuhchmac
credentialsmain

Enter your credentials from the C®BIAC. Make sure when u create a new credential
under Service Credential in COS GUI, you choose Advanced Option and check Include
HMAC Credential check box.

Create credential

Service credentials-hmac-fg.

Role: @

Wiriter

Seloct Sarice 10 (Optional) (@

Auto Generate

Includs HMAC Credential
@ o

Provide s b ters in a valid JSON object (Optional)

Add inline configuration parameters (Optional)

{"HMAC :true}

The new credential will now show awsedential too which you used above.
{
"apikey": "2x7rTtJuYFuivMKR3C7iP3Mnausq81t6A42GZoNt6FVb",
"cos_hmac_keys": {

access_key _ id" "ellldaebd3éeée. ",
"secret_access_key": "58f6de7f965ef528edc2e9é21036
}l
"endpoints": "https://contr ol.cloud - object -
storage.cloud.ibm.com/v2/endpoints”,
"lam_apikey_description": "Auto - generated for key el11daeb -d379- 42ff -

aale-2c8b6994c71¢é¢é¢é.
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}
Our aws was installed itopt/freeware/bin/To see a list of Buckefsom your Power

VSI:

1 /opt/freeware/bin  /aws -- no-verify -ssl -- endpoint -url https://<IP
address of the Centos VSI> s3ls

If you get an SSL error, then issue this command ins@adprivate interface reverse
proxy ip =10.166.112.144

1 /opt/freeware/bin/aws -- no-verify -ssl -- endpoi nt-url
https://10.166.112.144 s3 Is

Output
1 /opt/freeware/lib/python2.7/site -

packages/urllib3/connectionpool.py:986:
InsecureRequestWarning: Unverified HTTPS request is being
made to host '169.48.5.242'. Adding certificate verification is
strongly advised.  See:
https://urllib3.readthedocs.io/en/latest/advanced -
usage.html#ssl -warnings

1 InsecureRequestWarning,

1 2020 -05-14 11:30:55 brms  -bucket -backupvol

1 2020 -05-19 08:55:33 cloud -object -storage -gj-cos-standard -fle

1 2020 -06-10 16:00:20 cloud -object -storage -gj-cos-standard -ui4

9 2020 -06-30 02:00:04 cloud -object -storage -gj-cos-standard -xiy -
aixos7225

1 2020 -07-02 13:12:05 cloud -object -storage -spectrumprotect -ab3

1 2020 -05-2110:27:00cs -brms -02

1 2020 -05-1309:19:30 faad -bucket -osimages

1 2020 -05-2109:42:14 os -backups -ab

There are many other S3 commands you can issue.

1 /opt/freeware/bin/aws s3 help
1 https://docs.aws.amazon.com/cli/latest/reference/s3/
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Chapter 2:Implementation

PowerVS and x86 VSI Integration

Provision a PowerVS in the PowerVS location

The procedure is similar for both AIX and IBM i VSI provisioning, except for the OS

types. Here is a procedure to create an AlX 7.2 VSI. The cost shown are noosthly

but you are being charged hourly.

Go to the I BM Cloud Cadal ogp amgp predds st e I

- t MmO =

Dashboard

a Resource summary e a Classic infrastructure

@ 14

FEEDBACK

xxxxxxxxxxxxxx

o (] = PN -

Choose AServiceso from the 1| i st shown.

i B

Resource list

~ Mame roup. cation ering. us ags
g N 1 G Locati Offerl Stat T
@ ~
D v Devices
o VPG infrastructure
o v clusters
o ~ Cloud Foundry apps
-
= . Cloud Foundry services
+ =
i
Default o6 e a
etaul Toronto 01 3 © A =

- =m0 P .-
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Click on the service for each datacenter in which you have cre®ederVS location
power service. In this case we will choose Toronot01 service.

~

¢ @ 0 ax
B P s on £ deerrepiant.

<]

I
H

BM Cloud

Power Systems Virtual Server-Toronot01 @ acive Addtags £ Details | Actions v
| viruatserver instances Virtual server instances
Learn more about Getting starte sl s
SSH keys S

1Ps Image CPUS RAM Status
Subs
192.168.6.136 7200-04-01 268 L]
192.168.6.167 7200-04-01 1cores. acB L]
0.5 cores GB L]
192.168.6.151, 192.168.142.78 1BMi-73-07-001 0.5 cores 4GB L]
192.168.6.219, 192.168.142.77 1BMi-74-01-001 1 cores. ace L]
192.168.6.190 7200-04-01 0.5 cores 268 Active e
192.168.6.186, 192.168,142.75 7200-04-01 1 cores 268
lal 192.168.6.112 7200-04-01 1 cores. 268 L]
192.168.6.163 7200-04-01 1 cores 168 Active e
8.6.118, 168, 1BMi-74 "o nna 1 4GB L]
Screenshot
tems perpage: 10 v 1-100f 10items 1v o1

- SN e

Since we have already piisioned several VSI, we see the list show above. If you are
creating VSis for the first time, your list will be empty.
Press ACreate | nmatdaideceo on upper right

ibm.com e n%3AY P s (3As ac bager B ~9a ¢ MOD® =

Power Systems Virtual Server-Toronot01 @ acive Addtags 2

| vituatserver nstances Virtual server instance creation

e for erver-Toronot01

This is where you provision AIX or IBM i VSIs.

Choose a name for your VSI, i.e., Al2-Tor01 and select how many VSIs you need to
configure. The names of -1 &f @kByousslect | be appe
more than one VSI.

You may leave VM pruning and SSH key as is since the VSIs will haymasswords

when you create them for the first time.
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Scroll down to choose other options.

<« c o © @ 25 httpsy/cloud ibm.com

[ vinco B ieMTeom 3 foad - Dronbox 3 ceerropint B3 AnsibiTower B uinsurance [ My sccount - wyper B leMCiouid VPG CU el

Power Systems Virtual Server-Toronot01 ©acve adduags 2

Virtual server int tances Virtual server instance creation

VAIX
O Profile IBMi
Linux - Client supplied subscription

O storage volumes

O Network interfaces

Here you will choose the following options:
1 Operating System i AIX or IBM i or any other image you may

have imported.

1 Image type: AIX 7.1 or 7.2, etc.

91 Disktyp es: Type 1 or 3. Type 3 is cheaper option which we
selected.

1 Machine type: S922 or E980

1 Processor: Dedicated or Shared or Shared Capped. We choose
Asharedo as its |l ess expensive.

1 Choose the number of cores and RAM you will need. The
mini mum core is fA0.250.

1 You can also attach additional volume to the VSI is you wish. We
did not do that here and only used the root volume which is
included.

Next you will scroll down to choose your subnet on which these VSis will be
provisioned. It is assumed you have alreadiated one or more subnets prior to this
step.

Click on the AAttached Existing 0.

42



= ¢ @

Bl vnco Eeumesn 3 - oropbox 3

Choose

t he

S

Attach an existing network

Attach an e twork and speciy an P address. If you do not

work you can create & attach after provisioning.

V Select a network
Lab-services-subnet2

12 acdross
@ Automatically assign IP address from address range

O speciyan 1P address

subnet

eccu =13

you

3Ator01%3Aa%2F 0642

VystavPN-vPC

wi s h

t

(0]

att

ach, and

<« e @

uree list |

n
Power Systems Virtual Server-Toronot01l @ scive fdduags 2

e
SSH keys
Storage volumes
Boot images

Subnets

Now
side.

D &% m

[ voco £ EMTeam 4% foad - Oropbor (] deervepint B Ansibitower B BMinsurance 0wy accont - yper

%3Abluemix%3npublics

£ Mot

Virtual server instance creation

® Virtual servers

O sSHkey

@ Bootimage

@ Profile

O storage volumes

© Metwork interfaces.

check t

1 H 2

Storage volumes

provision the instance.

Network interfaces

VB CUl referonce E0L

the Cloud.

bosaved.

Public networks

B off

Your VSlis now being provisioned.

Provision a Linux VSI in IBM cloud

Login t

Search
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< (<

Features

Sel ect

© @25 hitpsjcloud bm.comicatalog?se

Search results for ‘vsi’ 269 resuis

S1Database

Precision Location

Skyhook Procisios

Persanality Insights

rt ua

\

[ a0 B MToar 33 fasd - Dopbon (] decrriont B Ansibiower £5]istinsurance [[] My sccouet - Hyper.

isual Recognition

ESiBMClod | VRC CLl referonce £ 0L

ryou

jces + Al f Machin

server

VyattaPN-vPC

provisioning. hig
enhanced isolat

Watson Assistant
1BM + Servicas + AL/ M

]

vyatta-London @) wyatta-Toronto

Virtual Server fr VPC
ieM - - Comput

xB6 virtual machines with fast
e¢ performas

rant lets you build convers:

55 Financial

veloper Tool

0

- @ ¥n@De& =

FusionAuth

Modern Ide d User Management

FEEDBACK

Kubernetes Service

oy secure, highly availablo apps in
etes expenience. 18M Cloud Kubemetes

IKS)

ates a

Virtual Privata Cloud

« (]

[ roboo B muenn 3t - ropbox £ ceerrgtant £ AriiaFomes £ 18Mimsccance. [ by acsoumt - ype

© @ 25 hitpsicioud ibm.comigent/infrasiruct

&= Virtual server instance

Type of virtual sorver

Public

Public instance

Quantity

MNone

NA West
2603 - San Jese

Asia-Pacific
K0 - Toky

Popular profiles

Choose

Sing!

Biling Hastname:

: Hourly - virtualserver01-

NA South
DAL13 - Dallas

Allprofiles

Dedicated Transient

Ephemeral

centos-1

Apubl i co

B uCIouid - ¥C Culroferwnce B 0L

Reserved

Tetm commitment

Domain

18M.cloud

= South America
- 01 - 530 Pavko

Screenshot
slanced 81,8316

and gi

Select Location. In this case we selected Tor01.
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Summary

4 Virtual server instance
(Public)

$0.065/hr

Boot disk - 25 GB $0.000

terface $0.000

$0.07

server

a

Host na



U Select a profile for your RAM and CPU.
i Choose your OS type.
U Choose a ssh key if you want to access this VSI via ssh and
without a password. You can create an ssh key by clicking on
fadd keyo and enter a name for your profi
key whi ch you already may have on your laptop or follow steps
to generate an ssh key and then paste it here.

Choose your network connections under HANet wo
network in our scenarios.
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