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Chapter 1:  Solution Overview

Introduction

A key clientrequirementor (PowerVS) is the ability to
connect to cloudased workloads from an gmemise environmentSpecifically, clients
need the capability for multiple users and multiplepo@mise systems to connect
securely to workloads in PowerVS. Configuring individual user connectivity with a
Virtual Private Network (VPNElient is fairly easy and documented here:

Meanwhile, we would not recommenteating PowerVS workloads with a public IP
addressor security reasons.

Therefore, the focus of this tutorial will be how tanfigure asite-to-site VPN
connectionfrom an onpremise environment to PowerVS. The approach detailed in this
document can also be customized for cloexdloud VPN connectivity, as well, with a
VPN gateway on each side.

Note that this tutorialises twaseparate IBM Cloud locations to simulate the-sitsite
VPN connection between an-pnemise client environment and IBM Cloud. Therefore,
the same configuration method is used for both VPN gateways. With a client
environment, the opremise (or othecloud) VPN gateway should be configured

according to its specifications, while this tutorial would be used for the VPN gateway in
the IBM Cloud.

Use Cases

Site -to -site VPN Connectivity

We will demonstrate how to configure a sitesite VPN connection tBowerVsS.

Solution Components and Requirements

Components

The following components need to be seatpllow for VPN siteto-site connection.
Siteto-site VPN will allow customers to connect their remote datacenter to IBM cloud
Power Locations using private IP. If customers wish to use public IP access, then all they


https://www.ibm.com/cloud/power-virtual-server
https://cloud.ibm.com/docs/power-iaas?topic=power-iaas-configuring-power

would require is internet access from their datacenter and a Direct Link iB8d€loud
to the their PowerVsS location.

In this scenario we are simulating a remote datacenter to be one of the two PowerVS
locations in IBM Cloud. In this case, LONOG6 is simulating a remote datacenter and
TORO1 is the cloud PowerVS location.

Customersvho have their own routers in their datacenters, will not need to order two
Vyatta routers show in step 2. Instead only need one Vyatta router in the IBM Cloud
located in same geo as their PowerVS location geo location in the IBM Cloud.

All steps givershown here for siteto-site GRE and IPsec tunr@lovisioningare for
Vyatta OS, i.e., vyos.

1. Order Direct Link Connect Classic to connect each PowerVS
location to IBM Cloud

2. Order two Vyatta Gateways one in each PowerVS location : allow
for PowerVS location -to-PowerVS location communication

3. Reguest a Generic Routing Encapsulation (GRE) tunnel to be
provisioned at each PowerVS location to the Vyatta Gateway in
that location

4. Configure GRE tunnelsin  each Vyatta Gateway to connect Vyatta
Gateway to eac h PowerVS location

5. Configure an site -to-site IPsec tunnel between the two vyatta
gateways.

Requirements

Order Direct Link Connect Classic

You will need to order Direct Link (DL) Connect Classic to allow your Power VSIs
provisioned inside IBM Cloutb communication with Linux/Window VSIs in IBM
Cloud and also with all other IBM Cloud services such as VMWare VMs, and Cloud
Object Storage (COS). Ordering a DL may tak2Weeks to complete. There is no
charge for this service as of June 2020.



Order Vyatta Gateways in each datacenter

In order to setup communication between the two PowerVS locdtipa siteto-site
VPN, you will need to use an IPsec tunnattween the two Vyatta over Publidernet
and a GRE tunnefsom PowerVS location teachVyattas over DL.

You will need to order Vyatta Gateways in each PowerVS location.

We ordered one Vyatta in LONO6 and the other in TOROWerVS locations

Request a Generic Routing Encapsulation (GRE) tunnel

You will need to open a support ticket with Powest®yns and request that a GRE tunnel
be provisioned in each PowerVS location. They will provision their end of the GRE
tunnel and send you the information so you can continue and provision your end on the
Vyatta Gateways. You will need to provide the Poleeation subnets information in

each PowerVS location in the ticket.

Configure two GRE tunnels in Vyatta Gateways

We used the following link to configure the GRE.
https://cloud.ibm.com/docs/poweas?topic=powelaasconfiguringpower

After the support team finished configuring the GRE tunnel, you will need to configure
your end of the GRE tunnel on the two Vyatta Gateways.

You will need two GRE tunnels

1. GRE tunrl on Vyatta to terminate the PowerVS location GRE in LONO6
2. GRE tunnel on Vyatta to terminate the PowerVS location GRE in TORO01

Configure an IPsec tunnels between Vyatta Gateways

We will configure an IPsec tunnel between the Wyattas over public interface. This
will allow communication between the/o Vyattas for the Power Locatien

Diagrams

The overall architecture of our deployment is shown in the diagrams below.



End-to-End PowerVs location to Remote Datacenter VPN
Site-to-Site IPsec VPN
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Order D irect Link Connect Classic

You will need to order Direct Link (DL) Connect Classic to allow your Power VSIs in
the PowerVS location to communication with Linux/Window VSis in IBM Cloud and
also with all other IBM Cloud services such as Cloud Object Starad VMware
services. This process may take tveeks to complete.

There are several steps involved in completing DL ordering:

1 Order Direct link connect classic service on IBM Cloud Ul i see
steps below

1 Next a support ticket will be created, and Support  will send you a
word document with questionnaires to be completed concerning

various DL settings.
1 Complete the questionnaires and upload it to support in the ticket.

1 Support will then request that you ¢ reate a new supportticket with
the Power System so they can complete their side of the DL
provisioning . Attach information about the DL in the original ticket
to this ticket.

1 The DL will be provisioned, and you will be notified when complete.



1 You can now test connection to any Lin ux/Windows VSI you may
have in IBM Cloud and other IBM Cloud services.

To start the DL order process, go to IBM Cloud Ul and log in.
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Classi i i
B classic IBM Cloud Direct Link Connect

Devices The table below shows the status of 18M Cloud Direct Link Connect connections provisioned for this account. Details of by clicking on name. The
sssss ge s
Netwerk

NAME LINK SPEED LocATION NETWORK PROVIDER CONNECTION STATUS Actions
Security
Services v ‘There are no Direct Links. To create ane, use the ‘Order Direct Link Gonnect' buttan in the top right.

Sereenshot
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7 Choose a fnnameo for the DL.

1 Choose a location for the DL. This should be the same location as
where you created your PowerVS location Serv ice.

T Choose fAlink speedd under network provider
T Choose fALocal Routing (free)o

Global routing will require additional charges and will allow for easier PowerVSs
locationto-PowerVS location communication. You will also need to order a Vyatta
Gateway Ruter to complete your Global routing option via use of a GRE tunnel. Support
can help you with this further.



In our case, we decided to use Local Routing and then okdgatta Gateway in each
PowerVS location and provision a GRE tunnel-éménd.
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After this is complete, you will then be contacted by support and
requested to complete and answer some questions in an attached
document a nd send it back as attachment to the same ticket.

After this step is complete, support will request that you open a new

IBM support ticket and address it to the Power System. Include the

information in the original DL ticket. This new ticket will be sent t o the
PowerVS location support to configure their side of the DL connection.

This should be the last step before DL communication works. You can
test your connection by pinging IBM Cloud Linux/Windows VSI from
your Power VSiIs and in reverse.

Order Vyatta Gateways in each PowerVS location

In our scenarios we used two Vyatta Gateways, one in each PowerVS location to provide
site-to-site VPN forPowerVS locatiofto-PowerVS location communication using GRE
tunnelsbetween Vyatta and PowerVS location and IRaanel between two Vyattas

over public internet.

Login to IBM Cloud and click on the fACat

¢ @ @ @25 hupsicioud ibm,comicatslogreesch=yattanasich, result g -9 L mD® =
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Save as quote

Select AAT&T VvRoutero. This is the Vyatta Ga
Gateways, but we will use Vyatta.

Provide a name for the Gateway and include the PowerVS location name in it so you can
distinguish them later.

Select Location to match your PowerVS location.
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Summary

1 Intel Xeon 5120 $740.36/mo

CPU Model Speed Storage Features.

@®  IntelXeon 5120 28 Cores 220GHe Up101926G8 Up to 4 Drives
! e 1.- Disk controller - Non-RAID  $0.00
3268($183.08] v @D 'svservice-ab-key, labservi v Addkey © Individual $27.18
o Network interface $31.03
Storage disks 1of4disks used Addnew ©
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Choose the following options:
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1 Uncheck the High  Availability option unless you wish to order
one which means you will order two Vyatta Gateways in each
PowerVS location. We uncheck this option.

1 Select the location by pressing on the arrow key in each location
to find the exact datacenter where you Power VS location are
located.

1 You may need to choose the POD if there are several PODs in
the selected datacenter location.

1 Select the CPU single or dual processor. We chose Single
Processor.

1 Select the amount of RAM you wish and add ssh keys if you like
to log in without password. This can be done later too.

1 Choose Private network interface unless you wish to use the
default which is public/private interface. We chose private

network interface only.

[SWINg ISt ContaINS all %63 aNd CONEUrADIS Servers.
SInele processor _

CPU Model Cores Speed RAM Storage Features

®  Intel Xeon 5120 28 Cores 2.20GHz Upto192 GB Up to 4 Drives

32 GB[$171.10) v None v Add key @ ol oller - Non-RAID  $0.00
Add-ons v
Storage disks 1 of 4 disks used Add new @
Here you can add, remove, and configure storage disks. You can also configure RAID storage volumes and disk partitions.
Type Disks Hot Spares Disk Media Disk Size

Individual v 102 SATA HDD ~ 2.00 T8 [$25.38]

$880.76

Network interface

Interface @ Portredundancy  Portspesd Public Egress - Bandwidth

Automatic (recommended) 10 Gbps [$125.00] - 0GB [$0.00] v

Now check the box to agree with service agreement on thentaght side and
press fiCreateo
The vyatta gateway is how being provisioned. This may take several hours.

You will need to do this process in each of the two PowerVS locations.
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After the Vyatta Gateway is p
you can find your Avyattao an
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To log into the vyatta gateway, use a browser and access it via the link:
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user: vyatta
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Typically, you will use a command line to ssh to the vyatta for further configuration.
You will wuse the fivyattao user id to do th

Request a Generic Routing Encapsulation (GRE) t unnel

You will need to open a support ticket to Power Systems and request that a GRE tunnel
be provisioned in each PowerVS location. You will need to provide information on the
subnets you created in the PowerVS location. They will provision their ehd GiRE

tunnel and send you the information you will need so you can continue and provision
your end of the GRE tunnel on the Vyatta Gateways.

Power Support team will send you the following information for your GRE tunnels after
they complete their end ttie GRE tunnel:

TORO1:

TOR:

ASR End:

Tunnel IP -- 172.20.8.2/30

Tunnel Source -- 10.254.0.30
Tunnel Destination-- 10.114.118.18

Vyatta End:

Tunnel IP -- 172.20.8.1/30

Tunnel Source -- 10.114.118.18

Tunnel Destination -- 10.254.0.30 (edited)

LONOG:

LON:

ASR END:

Tunnel IP -- 172.20.2.2/30

Tunnel Source -- 10.254.0.26
Tunnel Destination -- 10.72.74.212

Vyatta End:

Tunnel IP -- 172.20.2.1/30
Tunnel Source -- 10.72.74.212
Tunnel Destination -- 10.254.0.26

12



Setup PowerVs location GRE tunnels in Vyatta Gateways

The following references may help in configuring GRE tunnels:

https://cloud.ibm.com/docs/virtuabuter-appliance?topic=solutictutorialsconfiquring
IPSEGVPN

https://docs.huihoo.com/vyatta/6.5/Vyaftannels 6.5R1 v01.pdf

https://cloud.ibm.com/docs/poweas?topic=powelaasconfiguringpower

Open a command window on your Mac/Window.

Note: Prior to login to a 10.x.x.x private IPs in IBM Cloud you will need to start your
MotionPro Plus VPN access.

Setup GRE PowerVS location Tunnel in LONOG6:

userlD: vyatta

Password: as show in the GUI
sshvyatta@10.72.74.212

ssh to LONO6 Vyatta Gateway.

We are using the information provided by support for LON06 GRE

LONOG:

LON:

ASR END:

Tunnel IP -- 172.20.2.2/30

Tunnel Source -- 10.254.0.26
Tunnel Destination -- 10.72.74.212

Vyatta End:

Tunnel IP -- 172.20.2.1/30
Tunnel Source -- 10.72.74.212
Tunnel Destination -- 10.254.0.26

13
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https://docs.huihoo.com/vyatta/6.5/Vyatta-Tunnels_6.5R1_v01.pdf
mailto:vyatta@10.72.74.203
mailto:vyatta@10.72.74.203

Run the following commands:
We have chosentocallourtunfiet un0O0 on the Vyatta Gateway.

O configure

0 setinterfaces tunnel tunO address
172.20.2.1/30

0 setinterfaces tunnel tunO local -ip
10.72.74.212

0 setinterfaces tunnel tunO remote -ip
10.254.0.26

0 setinterfaces tunnel tunO encapsulation gre

0 set interfaces tunnel tunO mtu 1300

0 commit

0 exit

vyatta@vyatta-ipsec-2-10d@6:~$ configure

[edit]

vyatta@vyatta-ipsec-2-1lod@6# set interfaces tunnel address 172.20.2.1/30
[edit]

vyatta@vyatta-ipsec-2-1lod@6# set interfaces tunnel local-ip 10.72.74.212
[edit]

vyatta@vyatta-ipsec-2-1lod@6# set interfaces tunnel remote-ip 10.254.0.26
[edit]

vyatta@vyatta-ipsec-2-lod@6# set interfaces tunnel encapsulation gre
[edit]

vyatta@vyatta-ipsec-2-1lod@6# set interfaces tunnel mtu 1300

[edit]

vyatta@vyatta-ipsec-2-1lod@6# commit

[edit]

vyatta@vyatta-ipsec-2-lod@6# exit

logout

vyatta@vyatta-ipsec-2-10d@6:~$% show interfaces tunnel

Codes: S - State, L - Link, u - Up, D - Down, A - Admin Down

Interface IP Address S/L Description

172.20.2.1/30

You can verify that your GRE tunnel is setup by running the following commands:

show interfaces tunnel
Or to get more info:
Show interface tunnel tun0

exit

14



vyatta@vyatta-ipsec-2-1od0@6:~$ configure

[edit]

vyatta@vyatta-ipsec-2-1lod@6# show interfaces tunnel tun@d

tunnel tun@ {
address 172.20.2.1/30
encapsulation gre
local-ip 10.72.74.212
mtu 1300
remote-ip 10.254.0.26

Setup GRE PowerVS location Tunnel in TORO1:

userlD: vyatta
Password: as show in the GUI
sshvyatta@10.114.118.18

ssh to TorO1 Vyatta Gateway.
TOROL1:

TOR:

ASR End:

Tunnel IP -- 172.20.8.2/30

Tunnel Source -- 10.254.0.30
Tunnel Destination-- 10.114.118.18

Vyatta End:

Tunnel IP -- 172.20.8.1/30

Tunnel Source -- 10.114.118.18

Tunnel Destination -- 10.254.0.30 (edited)

Run the following commands:
We have chosen to cal
Gateway.

15
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0 configure

0 setinterfaces tunnel tunO address
172.20.8.1/30

0 set interfaces tunnel tunO local -ip
10.114.118.18

0 set interfaces tunnel tunO remote -ip
10.254.0.30

0 setinterfaces tunnel tunO encapsulation gre

0 setinterfaces tunnel tun0 mtu 1300

0 commit

0 exit

vyatta@vyatta-ipsec-2-tor@l:~$ configure

[edit]

vyatta@vyatta-ipsec-2-tor@l# set interfaces tunnel address 172.20.8.1/30
[edit]

vyatta@vyatta-ipsec-2-tor@l# set interfaces tunnel local-ip 10.114.118.18
[edit]

vyatta@vyatta-ipsec-2-tor@l# set interfaces tunnel remote-ip 10.254.0.30
[edit]

vyatta@vyatta-ipsec-2-tor@l# set interfaces tunnel encapsulation gre
[edit]

vyatta@vyatta-ipsec-2-tor@l# set interfaces tunnel mtu 1300

[edit]

vyatta@vyatta-ipsec-2-tor@l# commit

[edit]

vyatta@vyatta-ipsec-2-tor@l# exit

logout

vyatta@vyatta-ipsec-2-tor@l:~$ show interfaces tunnel

Codes: S - State, L - Link, u - Up, D - Down, A - Admin Down

Interface IP Address S/L Description

172.20.8.1/30 u/u

To show the status:

show interfaces tunnel
Or to get more info:
Show interface tunnel tunO

O O O O

exit

16



vyatta@vyatta-ipsec-2-tor@1:~$ configure

[edit]
vyatta@vyatta-ipsec-2-tor@l# show interfaces tunnel tun@
tunnel tun@ {

address 172.20.8.1/30

encapsulation gre

local-ip 10.114.118.18

mtu 1300

Finally, you need to set static route in each Vyattaoiat the traffic to the GRE tunnels.

in TORO1 Vyatta:

configure
set protocols static route 192.168.6.0/24 next -hop 172.20.8.2

i
i
0 commit
i

exit

in LONO6 Vyatta:

configure
set protocols static route 192.168. 50.0/24 next -hop 172.20. 2.2
commit

et e e e

exit

17



Setup site -to -site IPsec tunnel between Two Vyatta Gateways

In this section you will setup site-to-site IPsec tunnel between the two vyatta gateways
to allow for cross Vyatta connection over the public interfa&écommands are for
Vyatta vyos OS type. Other router/gateway types will have different commands to
perform these actions.

In this scenario we are simulating a remote customer datacenter to be one of the two
PowerVS locations in IBM Cloud. In this case, LONO6 is simulatingnaote customer
datacenter and TOROL1 is the cloud PowerVS location.

Customers who have their own routers in their datacenters, will not need to order two
Vyatta routers. Instead only need one Vyatta router in the IBM Cloud located in same geo
as their PowrVS location geo location in the IBM Cloud.

TORO1 Vyatta IPsec Configuration:

Local Public IP:158.85.94.90
PeerPubliclP: 158.176.145.42

Remote Subnet Prefix: 192.168.50.0/24
Local Subnet Prefix: 192.168.6.0/24

Need to replace items in color belovith you own values on run these commands on the
Vyatta gateway in TOROL1.

configure
set security vpn ipsec esp - group ESPOL1 pfs ‘enable’
set security vpn ipsec esp - group ESPO1 proposal 1 encryption
'‘aes256'

0  set security vpn ipsec esp - group ESP01  proposal 1 hash
'sha2_512'

0  set security vpn ipsec esp - group ESP01 mode 'tunnel'

0  set security vpn ipsec esp - group ESPO1 pfs ‘dh - group5'

0  set security vpn ipsec ike - group IKEO1 proposal 1 dh - group '5'

0  set security vpn ipsec ike - group IKEO1 proposal 1 encrypti on
‘aes256'

0  set security vpn ipsec ike - group IKEO1 proposal 1 hash
'sha2_512'

0  set security vpn ipsec site - to - site peer 158.176.145.42
authentication pre - shared - secret 'iamsecret2'

0  set security vpn ipsec site - to - site peer 158.176.145.42
default -esp-group 'ESPO1'

0  set security vpn ipsec site - to - site peer 158.176.145.42 ike -
group 'IKEO1'

0  set security vpn ipsec site - to - site peer 158.176.145.42 tunnel
1 esp - group 'ESPO1'

0  set security vpn ipsec site - to - site peer 158.176.145.42 local
address

0  set security vpn ipsec site - to - site peer 158.176.145.42 tunnel
1 local prefix '192.168.6.0/246

0  set security vpn ipsec site - to - site peer 158.176.145.42 tunnel
1 remote prefix
commit
exit
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Below shows theutput of all the commands ran. The value ofgiraredsecret is
encrypted in this output and shown as f****~*

vyatta@vyatta-ipsec-2-tor@l:~$ show configuration commands | grep ipsec

set security vpn ipsec esp-group ESP@1 mode 'tunnel’

set security vpn ipsec esp-group ESP@1 pfs 'dh-groupS'

set security vpn ipsec esp-group ESP@1 proposal 1 encryption 'aes256'

set security vpn ipsec esp-group ESP@1 proposal 1 hash 'sha2_512'

set security vpn ipsec ike-group IKE@1 proposal 1 dh-group '5'

set security vpn ipsec ike-group IKE@1 proposal 1 encryption 'aesz256'

set security vpn ipsec ike-group IKE@1 proposal 1 hash 'sha2_512'

set security vpn ipsec site-to-site peer 158.176.145.42 authentication pre-shared-secret '**¥****x!
set security vpn ipsec site-to-site peer 158.176.145.42 connection-type 'initiate’

set security vpn ipsec site-to-site peer 158.176.145.42 default-esp-group 'ESP@L’

set security vpn ipsec site-to-site peer 158.176.145.42 ike-group 'IKE@1'

set security vpn ipsec site-to-site peer 158.176.145.42 local-address '158.85.94.90'

set security vpn ipsec site-to-site peer 158.176.145.42 tunnel 1 esp-group 'ESP@1'

set security vpn ipsec site-to-site peer 158.176.145.42 tunnel 1 local prefix '192.168.6.0/24'
set security vpn ipsec site-to-site peer 158.176.145.42 tunnel 1 remote prefix '192.168.50.0/24'

LONOG6 IPsec Configuration:

Local Public IP:158.176.145.42
PeerPubliclP: 158.85.94.90

Local Subnet Prefix192.168.50.0/24
Remote Subnet Prefix: 192.168.6.0/24

Need to run these commands on the Vyatta gateway in LONOG.

o  configure

0  set security vpn ipsec esp - group ESPO1 pfs 'enable’

0  set security vpn ipsec esp - group ESPO1 proposal 1 encryption 'aes256'

0 set security vpn ipsec esp - group ESPO1 proposal 1 hash 'sha2_512'

0  set security vpn ipsec esp - group ESPO1 pfs 'dh - group5'

0  set security vpn ipsec ike - group IKEO1 proposal 1 dh - group '5

0  set security vpn ipsec ike - group IKEO1 proposal 1 encryption ‘aes256'

0 setse curity vpn ipsec ike - group IKEO1 proposal 1 hash 'sha2_512

0  set security vpn ipsec site - to - site peer 158.85.94.90 authentication pre -
shared - secret 'iamsecret2’

0  set security vpn ipsec site - to - site peer 158.85.94.90 default - esp- group
'ESPO1'
set security vpn ipsec site - to - site peer 158.85.94.90 ike - group 'IKEO1'
set security vpn ipsec site - to - site peer 158.85.94.90 local - address
'158.176.145.42'

0  set security vpn ipsec site - to - site peer 158.85.94.90 tunnel 1 esp - group
'ESPO1'

0  set security vpn ipsec site -to - sit e peer 158.85.94.90 tunnel 1 local prefix
'"192.168.50.0/246

0  set security vpn ipsec site - to - site peer 158.85.94.90 tunnel 1 remote prefix
'192.168.6.0/ 246
commit

0  exit
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Below shows the output of all the commands ran. The valpeeafharedsecret is
encrypted in this output and shown as f*****

vyatta@vyatta-ipsec-2-10d@6:~$ show configuration commands | grep ipsec

set security vpn ipsec esp-group ESP@1 mode 'tunnel'’

set security vpn ipsec esp-group ESP@1 pfs 'dh-group5’

set security vpn ipsec esp-group ESP@1 proposal 1 encryption 'aes256’

set security vpn ipsec esp-group ESP@1 proposal 1 hash 'sha2_512°'

set security vpn ipsec ike-group IKE@1 proposal 1 dh-group 'S5’

set security vpn ipsec ike-group IKE@1l proposal 1 encryption 'aes256’

set security vpn ipsec ike-group IKE@1l proposal 1 hash 'sha2_512°'

set security vpn ipsec site-to-site peer 158.85.94.90 authentication pre-shared-secret '*#¥**xfx!
set security vpn ipsec site-to-site peer 158.85.94.90 connection-type 'initiate'

set security vpn ipsec site-to-site peer 158.85.94.90 default-esp-group 'ESPO1’

set security vpn ipsec site-to-site peer 158.85.94.90 ike-group 'IKE@1'

set security vpn ipsec site-to-site peer 158.85.94.90 local-address '158.176.145.42'

set security vpn ipsec site-to-site peer 158.85.94.90 tunnel 1 esp-group 'ESPO1'

set security vpn ipsec site-to-site peer 158.85.94.90 tunnel 1 local prefix '192.168.50.0/24"
set security vpn ipsec site-to-site peer 158.85.94.90 tunnel 1 remote prefix '192.168.6.0/24"

Check the status of the IPsec tunnel by running this command on each vyatta gateway:

1 show vpn ipsec status

vyatta@vyatta-ipsec-2-10d06:~$ SR IR el doilt
IPSec Process Running PID: 8466

1 Active IPsec Tunnels

Check the setting of the IPsec tunnel by running this command:
1 show vpn ipsec sa

vyatta@vyatta-ipsec-2-1od@6:~$ show vpn ipsec sa
Peer ID / IP Local ID / IP

158.85.94.90 158.176.145.42
Tunnel Id State Bytes Out/In  Encrypt DH A-Time L-Time

sha2_512 2 18898 3600

vyatta@vyatta-ipsec-2-1odd6:~$
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vyatta@vyatta-ipsec-2-tor@l:~$ show vpn ipsec sa
Peer ID / IP Local ID / IP

158.176.145.42 158.85.94.90

Tunnel Id State Bytes Out/In  Encrypt DH A-Time L-Time

sha2z_512 2 18889 3600

At this point you should have eftd-end connectivity between PowerVS locations and be
able to ping between your Power VSIs AIX/IBM i VSIs in each PowerVS location and
also from the Power AIX/IBM i VSIs to IBM Cloud services sushLanux/Windows

VSI and Object storage.

Chapter 2: Implementation

After setting up site¢o-site VPN connection, we will verify ping and ssh connectivity
between each PowerVS VSiIs and from PowerVS VSI to IBM Cloud M8ux VSI).

PowerVS and x86 VSI In tegration

Provision a PowerVsS in the PowerVS location

The procedure is similar for both AlIX and IBM i VSI provisioning, except for the OS
types. Here is a procedure to create an AlX 7.2 VSI. The cost shown are noosthly

but you are being charged hourly

Go to the I BM Cloud Catalog and press t
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Click on the service for each datacenter in which you have cre®ederVS location
power service. In this case we will choose Toronot01 service.
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Addtags & Details Actions. v

| viruatserver instances Virtual server instances
Loar mors about Getling started

SSH keys

Name 1Ps Image CPUS. RAM Status

192.168.6.136 7200-04-01 268 L]
192.168.6.167 7200-04-01 acB L]
0.5 cores GB L]
192.168.6.151, 192.168.142.78 1BMi-73-07-001 0.5 cores 4GB L]
192.168.6.219, 192.168.142.77 1BMi-74-01-001 1 cores. ace L]
192.168.6.190 7200-04-01 0.5 cores. 268 Active ®
192.168.6.185, 192.168,142.75 7200-04-01 1 cores 268
192.168.6.112 7200-04-01 1 cores. 268 e
192.168.6.163 1 8 e
92.168.6.118, 192,168,142.74 BMETa e e ] L]
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Since we have already provisioned several VSI, we see the list show above. If you are
creating VSiIs fothe first time, your list will be empty.
Press fACreate | nmatdaideceo on upper right

Power Systems Virtual Server-Toronot01 @ acive Addtags 2

Virtual server instance creation

Create a new instance for Power Systems Virtual Server-Toronot01

This is where you provision AIX or IBM i VSIs.

Choose a name for your VSI, i.e., Al22-Tor01 and select how many VSIs you need to
configure. The names of the VS wi | | be a{peneftefgouselect h a
more than one VSI.

You may leave VM pruning and SSH key as is since the VSIs will have no passwords
when you create them for the first time.

Scroll down to choose other options.
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Power Systems Virtual Server-Toronot01 ©acve Adduags 2

I Virtual

pesoee Virtual server instance creation

Virtual servers.
= B

O ssHkey

VAIX
O Profile 1BMi
Linux - Client supplied subscription

Profile

Choose your machine typs, processer, memory and cores.

Here you will cha@se the following options:
1 Operating System 1 AlIX or IBM i or any other image you may

have imported.

1 Image type: AIX 7.1 or 7.2, etc.

91 Disk types: Type 1 or 3. Type 3 is cheaper option which we
selected.

1 Machine type: S922 or E980

9 Processor: Dedicated or Shared or Shared Capped. We choose
Asharedo as its |l ess expensive.

1 Choose the number of cores and RAM you will need. The
mini mum core is A0. 250.

1 You can also attach additional volume to the VSI is you wish. We
did not do that here and only use d the root volume which is
included.

Next you will scroll down to choose your subnet on which these VSis will be
provisioned. It is assumed you have already created one or more subnets prior to this
step.

Click on the AAttached Existing 0.
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the Cloud.
bosaved.
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Sereenshot

Now check the box Al agree And pr
side.

Your VSI is now being provisioned.

Provision a Linux VSI in IBM cloud

Login to IBM Cloudgd&d!l and choose ficat al

~

Search for Afvsio
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Choose fipublicd and give the server a Hostna

Select Location. In this case we selected Tor01.
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U Select a profile for your RAM and CPU.
U Choose your OS type.
U Choose a ssh key if you want to access this VSI via ssh and
without a password. You can create an ssh key by clicking on
fadd keyo and enter a name for your profi
key which you already may have on your laptop or follow steps
to generate an ssh key and then paste it here.

« c o © @ % httpsy/cioud ibm.com/gent/infrastructure/provision/vs?bss_account=06d! fbagims, o - YD e =

Create vietual server
Add an SSH key

Nama Desrip
Public key

Choose your network connections under HANet wo
network in our scenarios.
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After the VSI is provisioned you can now be able to ping between the Power VSI in the

PowerVS locatiorand the VSI in IBM cloud.

If you chose a Public/Private fBr your Linux VSI,then the connection may fdfbm
thePowerVS locatiorVSI. This is dued the fact that the default gateway is now set to a

public gatewayn your Linux VSI and there is no route back to BeverVS location
VSI.

To correct this, you will need to add a static route td_thax VSI to tell it how to
connect back to the Pow®&61 PowerVS location

Run the following command on your Linux VSI:
192.168.6.0/24: is the subnet in your PowerVS location
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10.166.112.129: is the private gateway IP of your subnet in PowerVS location
which you can f i nenrbdy ornu nynoiun go oiweert sviSd t.

U ip route add 192.168.6.0/24 via 10.166.112.129

In order to make this route permanent, you will need to add it to your network
setting.

Edit this file:
U vi/etc/sysconfig/network-scripts/route-ethO

Add last 3 lines:

[root@labservicescenarolrhel-fg2 networkscripts]# cat routesthO
# Created by clouthit on instance boot automatically, do not edit.
#

ADDRESS0=10.0.0.0

GATEWAY0=10.166.112.129

NETMASK0=255.0.0.0

ADDRESS1=161.26.0.0

GATEWAY1=10.166.112.129

NETMASK1=255.255.0.0

ADDRESS2=166.8.0.0

GATEWAY2=10.166.112.129

NETMASK?2=255.252.0.0

# addedto support pinging tdPowerVS locatiofor VSI with public IP
ADDRESS3=192.168.6.0

GATEWAY3=10.166.112.129

NETMASK3=255%5.255.0

PowerVS and VMware Integration

Create a VMWare Shared

In this section we will first create a VMWare shared and then provision a VM inside the
VMWare and test its connectivity to PowerVsS.
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@ rm@Oe =

Total due per month Usage based

Virtual data center capacity Considering a x
c purchase?

Select:
U Virtual data center name

u Data center location
U Virtual data center capacity. We choose 20 vCPU and 50 GB RAM

Virtual data center capacity

1 e

1@ 18240 58

Total due per month Usage based

Recommended services

Check the agreement check bhandsigend press fAcr e
You will be provided with a Admin userID and password to allow you to access the
configuration website. Store that information on your laptop.

Thenunder fAresourceso you should see your VMw:
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[l vanco [ teaisam 3% taaa - Orcovox B saseropiam ) Ansiviarewss £ mmnsurance [ My account - wyper.. EDEMCiouis ( vPCCUIneneze EIIDL ) WanaPNAPC O wana-Lonsn O watta-Teronto
= BMcud Q
Resources .
Deployed instances
Noti
vCenter Server instances ( 0/0) Provision new ()
Name Type Version Location Creation time Status
VMware Solutions Shared (1/1) Provision new (D)
Name Type Location Croation time. Status
vmware-dallas On-demand Dallas 10 May 20, 2020 9:39 AM ® Ready touse =]
KMIP for VMware instances ( 0/0) Provision new ()
Name Region Creation time status
L NSe
Caveonix RiskForesight licenses (0/0) Provision new (B
Name Creation time status
On-premises HCX licenses (0/0) Provision new
Name Activation key Creati screanshat Status

Configure VMware Solution Shared

Click on the name of you VMware Solution Shared below.

« c @

© &% A ibm.com/inrast

B -9

[l vanco B0 teaisam 3F tasa - Orcovox ) saseropiam ) Ansiviarewss B mmnsurance [ My account - wypar.. EDMeious VPG CUIneneze BIIOL ) wanaPNvpe O wana-Longn O watta-Terono
Resources a
Deployed instances
Noti
vCenter Server instances ( 0/0)
Name Type Version Location Croation time Status
VMware Solutions Shared (1/1) Provision new (D
Name Tyne Location Croation time. Status
nware-dall Dallas 10 May 20, 2020.9:39 AM ® Ready to use B
KMIP for VMware instances ( 0/0)
Name Region Creation time staus
License!
Caveonix RiskForesight licenses (0/0) Provision new @
Name Creation time status
On-premises HCX licenses (0/0) Provision new @
Name Activation key [ —— status

This will show are you VMware settings. There are 5 IPs which are provided by default
to be sed to assign to your VMs inside the VMware to allow outside network access.
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« [cIR~3 o a
IBMTeam

vmware-dallas ® reaytouse eloug Directorcorscle O3 | actios...

Properties Resource Reservation g
W i vEPU limit

Type On-demand RAM limit 2068
Region

pppppppp

Private network endpoint

Configure VMware Solution Shared Network

To configure your VMware SoDuteonoSh@oesdol o

upper righthand side.

- © D e® =

vmware-dallas # readytouse vCloud Director console 3

Properties Resource Reservation &
Ham . VERU limit
Type On-demand —

Private network endpoint

A browser session will open where you would enter your admin ID and password
provided to you when you created the VMware Solution Shared.
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IBM Cloud for VMware
Solutions

admin

Login to the console using admin and password provided.
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At this point you need to configure yodMware network before you can provision any
VMs. The screen shot above shows that we have already done so and have then
provisioned VMs.

Here is a reference site with matnginingresource onIBM Cloud for VMware
Sdutions Shared

https://www.vmware.com/ca/products/cledatector.html
https://www.ibm.com/demos/dektion/VMwareSolutionson-1BM -Cloud/

To configure the networkcluding Edge Gateway and NAT and Firewallse this video
site.

IBM Cloud for VMware Solutions Sharedsetup the Network
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https://www.vmware.com/ca/products/cloud-director.html
https://www.ibm.com/demos/collection/VMware-Solutions-on-IBM-Cloud/

https://www.youtube.com/watch?v=gGOjp3TEtt0

Click

on t he

inet wehankl sideme nu i

We will now create a network.

VM IBM Cloud for VMware Solutions.

tem on t

< All datacenters

: compute
VADPS
Virtual Machines.
Affinity Rules

© Networking

£ storage
Independent Disks.

Storage Policies

Sel ect

[t eI A e}
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Choose

& transend-od | @ 2ffMaa08fcedO: . @ 3-fd8I6 7500615

Networks

New Organization VDC
Network

1 Network Type

3 Edge Connection

4 Static IP Pools

Press Next

uuuuuuuuuuuuuu

and then choose

Network Type
Select the type of network that you are about to create

Isolated

Choose a name for your network, i.e. web -network
Selecta Cl DR range, i.e., 192.168.100.1/24
ASharedo option

fRout edo

he |

and

eft

pr



New Organization VDC General
Network

Web-Network
1 Network Type

192.168.100.1/24
2 General

Next select the Edge Gateway name and choose

Enter the IP pool range you wish to use. In this case we use a similar range as the CIDR
by entering 192.1%100.5/ 192.168.100.254 and then press ADD an then NEXT
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